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Abstract: CAN has become the most extensive fieldbus for contemporary automotive applications due to its outstand-

ing reliability and flexibility. However, the standard CAN protocol does not provide sufficient security measures and is

vulnerable to eavesdropping, replay, flooding, and denial of service attacks. In order to effectively detect whether the

CAN bus is attacked, and to filter malicious messages when subjected to flooding attacks. The characteristics of vehicle

CAN bus message communication were analyzed, and an intrusion detection method was proposed, which could effec-

tively perform intrusion detection and malicious message filtering. Through experimental verification, the method can

detect whether the CAN bus is attacked by 100%, and the accuracy of malicious packet filtering can reach over 99%.

Key words: CAN bus, communication characteristics, intrusion detection, malicious message filtering

1 35l5

AT EMEE FL T4 11 5176 (ECU, electronic
control unit) SZILVFZ T R FHIN, X
ECU Jfid i £k 1404745, H BOSCH 1 20
Al 80 A AR KL I & 11 4= 2 4% 1l 5 Jm) 18k 4
(CAN, controller area network) 2k /& —FHi1T
2R, CAN S Z AT AU 26 v 4 P AR FaL 2k 2 [A] (1)
R 22 AT BB AT, AL 1 Mbit/s, I
LA AR BRI . BEANIEREAE CAN
SR B ECU e B M 4 AL 26 2 [A] 1) H s
FAE G T RAL A, RN, CAN B4k b3
ftb BCU Ja i Gl i s 2ok ficitis . i1 ECU
AR R A s B ATAL, Rt
XER CAN R4 ERHRSCHEAT TP W rl fg
i ECU It i A5 S AT a2 1 ™ H (1) 22 4 i
2016 4, fERLHTHE 2SI IR K2 1, Miller
F Valasek J7~ 1A 2 id A Tm ik B2 AVR4E CAN
B, Jf CAN R KIR ShEifar, A
BT AR, ARG /T, AT B AE Jeep
VI A i i F BRI, XA RET 140 J1HK
WM AR MR RS IR R, FHH
(OBD, on-board diagnostics) 11 4l BhI A
185 238 P 288 AR IR S, LS TRIHOR
(R RE AR 2R 28 M 28 R I T AR K, 390 1 422
W20 2 PR R K . SCHR[31 RS 0BT T 4250
A RETE s Mo (Rt CUNEE . Wi-Fi 653 ) 2%
), LK ECU M52 Budi &I

%3 CAN WZA B TALG M B, Ik
W Ty N FH TR D 8% 7 0 92 GV AR 42 CAN

W2 rP ARG H o ASTHE M AT T 23 CAN M
2% ) BUE AR FRAE R AR 2 e, Pt — R T2
# CAN WWZIH A5 REAE 172 dE B ARSI %
BISCIERR R, ZARGEH T3 CAN M4,
IFRELEA I 2 T 5 4 B AR OSCUERR , $2 T 43K
CAN 28 [ 22 41k

2 HxIE

e M 2% 32 A AR S A B V4= N ECU
B AR AN PAT B E F R R A5 M 4%, o,
M) V2 IS CAN B2k, T CAN Reimfs
PR = AT AR It , AT LS ) 18 52
TRy HOR. k. R4S B . AR SCHER[415E
(1) 3 FhEt s By S e AR R
TR G CAN Rk b

H T = B P A NS A= 28 9 2% BBk (1) 997 0
e HENEFINAZ R ¥ B A IE & R IE 71
TR AN IS MRS I N, HlCE R IR e
i BB ER R BT TR, AR
I 2R GENT 9 23 AL R kA T SIS B A, I AT BE TR
Bt A I A AR BCR ORI 48 it

Andreea Z5PHR T — R EZOAE ML, %
P A VF4% CAN M2 T ¥ ECU AH H.NIE. 3T
MR [6] 32 Y T — Pl i J8 A UE 1 7 ¥4 K o ik 4 2%
CAN BRI a, K CAN LIRS [ 1] i A
N O 2 5 ek 28] B AT R TR i AT UGIE . T VA
UE A DAt — g ek, I HLAE LI A2
fEH, {H7E CAN JH S H3k B2 Kl 8 byte,
S DA UERS Ry o] 2B A B, LA E# CAN M
25 A R SE IR R, BT B IR D A



1

R L TIAARER) CAN Bz PRBGE R N7 74 +29-

CAN SEZNAZ P T7 TN H -

NI ARG 12 N T 238 CAN B 1%
4xB3, Hoppe 2579 VR H 4248 I 26 AR R
SR, JEK CAN SR I R MR HE A g K
CAN BZeyE N BRI EEASIE, HEGSHA
PSR RIS o 1T 2248 CAN RS R
PN 50 e B AT, R X R AE AT LA
IR 43 CAN W 4% 52 115 18 52 21 W0t (14 i
P, SCHR[8-9] LI UFIX Al 7 147 2% . Muter 251
PEH PRI R G, & WAL W SC 2 TR 1)
N [ (0] B 9 T E S AT TR o B T 4R SR N [ i)
B, — BRI IE I UF IR S P AR A CAN
SRR I A2 B, SCRR[ TSR T R SCEH 1)
HUARSEFE . Moore U FERIFH CAN i 25 A 31
PEVE R HE, 75 e s Rk — B, 55
VR A R, DU R B KR 2, DA
DM 2 SIS Ik R R 5 2 KT
BN 114 g iR 22 A Ay T 52 21 N U

PUAT (R NAZ ARSI R 48 1T A LAAIR e (0K 52 2 3]
CAN B E il sz 2 it . A CAN 3Kk
ity ECU KI5 8, IX 6 N AZ K I 28 45 T2 71 v
LER SO AR S, BA R B AR S A ECU
R o IX e N AR AN 22 GEAS I 21 Bk ) — R
KRR Iy AR A e, (A — Rk
TN ENHRAL I B, R AT RE SRR R S

SEWE O T BRI, AR —FPAR
Rl AR SE, XM NI R G T30 S A W11
RSNt SOy 2 5 AR S R SR IE
TR AR SC A A1) DR Ui SCIERR -

3 CLAD %A%

AP TR CAN BEIRSCRTE
FIE NI RS (CLAD), % &% TR
w1 R,

1) ki # ) Bl B A i N BUh R, Bl
H 2R Bt Vi 2 A Tt i SCOR I T8 A R ST IR R
CIFH

2) R IBLH— B ) Y IR SO 41, 3
SR A RO BIA Ak R B, 7R A
BRI R B2 AR AR SC,  nl LB R Bt
3C, AR AN I R BE . P FE R 22 MR SO A
MR HE, — BRI Y, XA g
Rt N AL TR B BT ARSI 7 51

3) Jeb AR R 0 ARG WU A R A 1 B v
BRSO, MRAERSCRA, R H E K
PG 1R 7 A — Tk 1A RSO
3.1 BIE4SE

RZWIE LS CAN B3R SCi A bt
VB R N RIS I 1 2 AR . Mk R
Wk, o EIAEEL IR T LU 2 CAN B2k

Wi iRl W®0FF
| | [ ®: (Ld) |
LN
T T T [ i (nd) |
- O | s (rd) |
Y
BR85S Al 82
i FH/ TRAE WS ]
FH *FEE

1 CLAD Ky ife
Figure 1 Detection process of CLAD
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Table 1 Some collected messages on CAN bus
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2 000.016.289 18C00301  #dlamii ¥ hEmi 8 186 13 150 78 0 66 72 1
3 000.019.992 ik 18C00301  #dlamii ¥ hEmi 8 186 13 150 78 0 66 72 1
4 000.002.463 i O8FFOIDD  #idlsmii et 8 8 152 0 0 0 0 0 0
5 000.010220 %k OCFFO0DC  #i#lii 7 JEmi 8 132 12 69 0 0 0 0 16
6  000.007.359 %k 18C00301  #dlamii ¥ hEmi 8 186 13 150 78 0 66 72 1
7 000.019.993 %k 18C00301  #dlamii ¥ hEmi 8 186 13 150 78 0 66 72 1
8  000.000.560 %k L7COEEF4  #i#lsi - JEmi 8 209 14 14 166 14 15 58 1
9 000.000.568 %l L7COEEF4  #(#lii - JEmi 8 150 0 186 13 4 78 0 0
10 000.000.584 2 L7FFOOF4 %l ¥ hemi 8 0 0 0 0 0 0 0 0
11 000.000.607 18C00501  #cdlamii ¥ hEmi 8 0 0 3 0 0 0 0 0
12 000.009.985 2k O8FFOODD  #idlsiii it 8 0 0 171 1 0 0 0 0
13 000.007.689 %I 18C00301  #dlamii ¥ hEmi 8 186 13 150 78 0 66 72 1
14 000.003.654 2 OCFFOIDC  ##lili ¥ fEmi 8 0 0 0 0 8 0 0 144
15 000.000.578 %Ik 401 At Pb 8 0 2 0 0 0 0 0 0
16 000.015.782  #$%Ik 18C00301  #dlamii ¥ kgl 8 186 13 150 78 0 66 72 1
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Figure 4 CAN bus channel
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Table 2 Message information with ID OXCFF01DC

F2SCn ) D FHOo Tl T2 T3 T4 TS FIe6 TR
32,016 CFF0IDC 0 0 1 0 8 0 0 32
132.845 CFFOIDC 0 0 1 0 8 0 0 48
232.033 CFF0IDC 0 0 1 0 8 0 0 64
332.203 CFF0IDC 0 0 1 0 8 0 0 80
432.096 CFF0IDC 0 0 1 0 8 0 0 96
532.469 CFF0IDC 0 0 1 0 8 0 0 112
632.033 CFF0IDC 0 0 1 0 8 0 0 128
732.047 CFF0IDC 0 0 1 0 8 0 0 144
832.423 CFFOIDC 0 0 1 0 8 0 0 160
932.861 CFF0IDC 0 0 1 0 8 0 0 176
1032.065 CFF0IDC 0 0 1 0 8 0 0 192
1132.058 CFFOIDC 0 0 1 0 8 0 0 208
1232.251 CFFOIDC 0 0 1 0 8 0 0 224
1332487  CFFOIDC 0 0 1 0 8 0 0 240
1432.079  CFFOIDC 0 0 1 0 8 0 0 0
1532.063 CFF0IDC 0 0 1 0 8 0 0 16
1632.116  CFFOIDC 0 0 1 0 8 0 0 32
1732.500  CFFOIDC 0 0 1 0 8 0 0 48
1832.062  CFFOIDC 0 0 1 0 8 0 0 64
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Figure 6 CAN bus architecture in experiment
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Figure 7 Example of detection
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Table 3 Comparative data between CLAD and related research

ol 4t Wb A P A %< BRSO yEHE
CLAD 100.00% KT 99.00%
IDS based on the analysis of time intervals!®! 100.00% —
IDS based on anomaly frequency!'?! 99.98% —
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